
Compliance

Features

PAGE 1© ecfirst. ALL RIGHTS RESERVED. 2022

Risk Assessment

Cybersecurity
Assessment

Vendor Risk 
Management

Business Impact
Analysis (BIA)

Disaster Recovery
Plan (DRP)

Cybersecurity
Readiness 
Assessment

Cybermapper

Remediation
Management

Dashboard

CMMC Portal

Ransomware Asset Risk
Assessment

   
   

   
   

    
 Asset Risk

Policy Portal

ASSET RISK MANAGEMENT
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GDPR

Vendor (BA) Management 

Cybersecurity Assessment

PCI DSS

NIST DCF

CMMC 2.0



Cyber Readiness

CMMC Portal

HIPAA Portal
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ASSET RISK MANAGEMENT

SM
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2
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Self- Assessment

3
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Confirmation
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Generate Report

Self-Assessment

Reference Dashboard

ASSET RISK MANAGEMENT

SM

Home / Assessment / CMMC Level 1 Self-Assessment

Search...

BackecfirstCMMC Level 1

ASSET RISK MANAGEMENT

SM

Home / HIPAA Portal / OCR Audit Protocol

Search...

BackecfirstOCR Audit Protocol



Cybermapper

Executive Dashboard 
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ASSET RISK MANAGEMENT
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Ransomware Readiness
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Asset Risk Assessment

ASSET RISK MANAGEMENT

SM

ASSET RISK MANAGEMENT

SM

Search...

Export to Excel

Total # of Asset(s) AssessedTotal # of Asset(s) 10 3Pending Asset(s) 0

APPLICATION NAME USER NAME EMAIL ROLE POC IT DATE ACTION

Asset List

Asset Risk Administration

Department Master Vendor Master Application Master User Master Interview Schedule

3M Clean Trace Mary Johnson maryjohnson@dib.org POC IT maryjohnson@assettracer.com Dec 28, 2021

3M Clean Trace John Smith johnsmith@ventures.org POC IT johnsmith@assettracer.com Dec 30, 2021

BackecfirstAsset Risk Management

Home / Asset Risk Management
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Re magining Cyber Defense

ASSET RISK MANAGEMENT

SM

Client Logo

Vendor(s) Status

Vendor Administration

Onboarding Vendor Offboarding Vendor

Total # of Vendor(s) Assessed

Vendor 1

Vendor Logo

Vendor 2

Vendor Logo

Vendor 3

Vendor Logo

30% 50% 13%

+

Total # of Vendor(s) 3 2 1Pending Vendor(s)

Configuration
Management

Identification and 
Authentication

Incident Response

Security Assessment

Personnel Security

Risk Assessment

Media Protection

System and
Communications

Protection 
System and

Information Integrity 
Approvals and

Comments

Access Control Awareness and Training Audit and Accountability

Maintenance Physical Protection

Vendor Risk Management Portal

Kris Laidley Kris.Laidley@ecfirst.com www.ecfirst.com

ASSET RISK MANAGEMENT

SM

Search...

BackecfirstVendor Risk Management Portal

Home / Vendor Risk Management Portal


